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A PEEK AT
PCI DSS

‘ What exactly is PCI DSS Compliance?

Payment Card Information security standard Set of 12 security
Industry Data Security that ensures all companies who @ requirements, including the
Standard (PCI DSS) accept, process, store or transmit &‘) technical and operational
credit card information maintain standards to best secure
a secure environment and protect credit card data.

Ensures your infrastructure and business processes
@ are secure when managing customer data.
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Mandated by the contracts that merchants sign
with the card brands and with the banks that
handle their payment processing.

Why do you need to be
PCI DSS compliant? hoavy financial penaltics o

Who must undergo a PCI DSS audit?

The audit process differs depending on your merchant-level status:

Any merchant having more than six million total combined
Mastercard and Maestro transactions annually
Annual PCI DSS assessment
Level 1 . Any merchant meeting the Level 1 criteria of Vista resulting in the completion of a
Report on Compliance (ROC)1
Any merchant that Mastercard, in its sole discretion, determnes should
meet the Level T merchant requirements to miniize risk to the system

Any merchant with more than one million but less than or equal to six million total
combined Mastercard and Maestro transactions annually Annual Self-Assessment

Level 2 Questionaire (SAQ)2
Any merchant meeting the Level 2 criteria of Vista
Any merchant with more than 20,000 combined Mastercard e-commmerce transactions
annually but less than or equal to one million total combined Mastercard and Maestro

Level 3 e-commerce transactions annually Annugl Sel'f-Assessment

Questionaire (SAQ)3

Any merchant meeting the Level 3 criteria of Vista

Level 4 . All other merchants Annual Self-Assessment

Questionaire (SAQ)3



How do you get PCI DSS compliant?

©

Scope:

Determine the components
and systems that should be
in the scope for PCI DSS and
determine your merchant
level status.

Complex and time-
consuming process

Ensuring your
organization meets all

Assess:

Analyze where your
organization's environment
is at risk and what areas
are not in line with PCI DSS
requirements.

requirements correctly

Lack of internal
expert-knowledge

&

Remediation:

Mitigate any vulnerabilities
detected to meet PCI DSS
standards.

non-compliance

BOOK A DEMO
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Can't afford risk of

Report:

The assessor and/or entity
submits the appropriate
documentation according
to your merchant-status.

High costs and

resources involved, such

as consultant costs
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